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DETAILED ACTION 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another 
filed in the United States before the invention thereof by the applicant for patent, or on an 
international application by another who has fulfilled the requirements of paragraphs (1), 
(2), and (4) of section 371(c) of this title before the invention thereof by the applicant for 
patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999 
(AIPA) do not apply to the examination of this application as the application being examined 
was not (1) filed on or after November 29, 2000, or (2) voluntarily published under 35 U.S.C. 
122(b). Therefore, this application is examined under 35 U.S.C. 102(e) prior to the amendment 
by the AIPA (pre-AIPA 35 U.S.C. 102(e)). 

Claims 1, 2, 3, 8, 9, 10 and 1 1 are rejected under 35 U.S.C. 102(e) as being anticipate by 
Satio et al, US Pat. No. 6, 125,186, filed July 1997. 

Satio is directed to an encryption communication method and system in which encrypted 
data are transmitted between a first terminal and a second terminal without having to preinstall 
the same encryption program in them. Col. 1, lines 45-55. 

In an exemplary embodiment, Satio teaches the case in which the encrypted 
communication is used in an electronic conferencing system (i.e. computer telephony), see col. 
16, lines 19-52. 
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As per claims 8, Satio teaches that a trusted agent for the purpose of encryption 
processing is installed in the sending terminal (i.e. a first computer). Before transmitting data, the 
sending terminal sends an agent (or mobile code) having the same function as the installed agent 
to the receiving terminal (i.e. a second computer). When the data are transferred, the data are 
encrypted using the agent in the first computer, and decrypted in the receiving computer (i.e. a 
second computer) using the mobile code that was sent by the first computer, see col. 3, lines 7- 
33. That is a security algorithm is inserted within the communication path, see Fig. 1, numeral 
element 18. 

Satio further discloses application programs (i.e. telephony clients) for telephone, 
television, conference, video transmission, etc. which performs processing that accompanies 
sending data to and receiving data from the client, see col. 3, lines 39-50, see also Fig. 1, numeral 
elements 13 and 16. 

As per claim 1, Satio discloses corresponding storage device (i.e. a computer -readable 
medium) which stores programs, data, etc., see col. 3, lines 57-62, see also Fig. 2. 

Referring to claims 2 and 9, Satio discloses that the trusted agent consists of an 
application interface section and a cryptographic processing section. Satio further teaches that 
another function that application interface section has is to absorb differences due to different 
operating systems when API depends on the operating system, see col. 4, lines 54-65, col. 16, 
lines . That is, the trusted agent allows that the first application program (i.e. first telephony 
client) to be different from the second application program (i.e. a second telephony client). 
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Referring to claim 3, and 10, Satio teaches that the trusted agent can be realized as a 
kernel module of the operating system, and to be incorporated into the OS as necessary, see col. 
17, lines 35-40, see also Fig. 22B. 

As per claim 11, Satio teaches a CPU which loads programs from the storage device of 
the first computer into the memory and executes them, see col. 4, lines 3-10. 

As per claim 6, Satio teaches that the cryptographic processing can be employed in 
operating system kernel. That is, the security mechanism is not visible to the user (i.e. is not 
implemented in the user mode). 

Satio further teaches that when the trusted agents prestored in the storage medium of the 
first computer is loaded into the memory an encrypted communication starts, see col. 4, lines 12- 
18. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

Claims 4 and 5 are rejected under 35 U.S.C. 103(a) as being unpatentable over Satio as 
applied to claim 1 above, and further in view of Crick et al, US. Pat. No. 5,675,793, issued Oct. 
1997. 

As per claims 4, Satio is silent on inserting the security algorithm between the I/O 
supervisor and a sound class driver. 
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However, Crick discloses a computer system with a software system having a layered 
architecture, see col. 2, lines 58-67. 

In Crick's computer system, computer programs in the higher layers request services of 
the computer programs in the lower layers, see col. 3, lines 4-16. 

In doing so, an I/O supervisor passes the request to a chain of device drivers (such as 
sound class drivers) by invoking the component device drivers and the requested data is finally 
passed to the application program requesting the service, see col. 3, lines 17-44. 

Crick further discloses that component device drivers may in between encrypt and 
decrypt (i.e. insert a security mechanism) the requested data, see col. 3, lines 31-33. 

It would have been obvious to one ordinary skill in the art to employ the layered software 
architecture of crick into that of Satio to be able to develop component device drivers (such as 
Satio's trusted agent) independent of one another, see col. 3, lines 45-57. 

As per claim 5, Satio teaches that the trusted agent has cryptographic processing units to 
encrypt data by different method. Satio further teaches a an encryption method selection unit 
which selects one of the cryptographic processing units in accordance with an instruction from 
the encryption method selection control unit, see col. 6, lines 10-25. 

Satio is silent on selecting an algorithm from a group consisting of an IDEA, a DES, a 
GOST, an RC5, and a SEAL algorithm. 

The examiner asserts that DES, IDEA, GOST, RC5 and SEAL algorithms are industry 
standard block cipher algorithms used in various applications where a balance on proccessiong 
speed and the security level is required. 
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It would have been obvious to one ordinary skill in the art to adapt the encryption method 
selection unit of Satio to select one of DES, IDEA, GOST, RC5 and the SEAL algorithm which 
most suits the security level and the processing speed required . 

Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Satio as applied to 
claim 1 above, and further in view of Kavsan, US pat. No. 6,412,069, filed Sep. 1998. 

Kavsan is directed to a cryptographic service software which is compatible and 
communicates with a standard operating system computer. Kavsan' s cryptographic service 
software is situated in kernel space of the operating system, see col. 2, lines 50-67. 

Kavsan further teaches that the cryptographic service software is capable of encrypting 
hard drive data and IP packet at the driver level of the personal computer. That is, the Kavsan' s 
cryptographic service software is independent of higher level application programs (i.e. 
telephony clients). 

Claim 12 recites all limitations of claims 1-4, it is rejected for the same reasons provided 
in the rejection of claims 1-4. 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another 
filed in the United States before the invention thereof by the applicant for patent, or on an 
international application by another who has fulfilled the requirements of paragraphs (1), 
(2), and (4) of section 371(c) of this title before the invention thereof by the applicant for 



Claim Rejections - 35 USC § 102 



patent. 
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The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999 
(ADPA) do not apply to the examination of this application as the application being examined 
was not (1) filed on or after November 29, 2000, or (2) voluntarily published under 35 U.S.C. 
122(b). Therefore, this application is examined under 35 U.S.C. 102(e) prior to the amendment 
by the AIPA (pre-AIPA 35 U.S.C. 102(e)). 

Claim 13 and 14 are rejected under 35 U.S.C. 102(e) as being anticipated by Chapp et al, 
US Pat. No. 2002/0087761 issued Jul. 2002. 

Chapp is directed to a video conferencing system adapted for communicating source 
audio and video signals over a communication channel, and receiving remote audio and video 
signals transmitted from a remote conferencing site. 

In Chapp' s teleconferencing system source audio and video signals are received by an 
input interface comprising appropriate connectors. The input interface receives source video and 
audio signals and are transmitted to the processors of local video and audio boards, see pg. 4, 
paragraph 42. 

Chapp further teaches that processors of the video and audio boards comprise 
compression and decompression chips (i.e. CODEC chips for formatting the signals) that encode 
and decode audio and video signals in accordance with internationally recognized video 
conferencing standard such as H.320 and audio compression standards G.71 1,G.712, G.728 etc. 
see pg. 5, paragraph 48. 

Chapp further discloses that the user of video and audio signals has an option to encrypt/ 
and to compress the signals prior to transmission, see pg. 10, paragraph 85. 
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Then the video and audio signals are compressed and transmitted (i.e. outputted) over a 
communication channel, see pg. 5 paragraph 44. 



Claims 15-20 objected to as being dependent upon a rejected base claim, but would be 
allowable if rewritten in independent form including all of the limitations of the base claim and 
any intervening claims. 

Claims 21-31 are allowed over prior art. 



1 1 . Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Taghi Arani, whose telephone number is (703) 305-4274. The examiner 
can normally be reached Monday through Friday from 7:30 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gail Hayes, can be reached at (703) 305-971 1. The Fax numbers for the organization 
where this application is assigned are: 
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